
HTTP Observatory TLS Observatory SSH Observatory Third-party Tests

Scan Summary

D+
Host: www.fat78.net

Scan ID #: 19979887 (unlisted)

Start Time: July 2, 2021 3:29 PM

Duration: 7 seconds

 

Score: 40/100

Tests Passed: 8/11

Recommendation

Wondering where to start?

Adding HTTPS protects your site's visitors from tracking, malware, and injected advertising.

Many services providers and certificate authorities now provide free HTTPS and digital certificates to make this 
possible!

Mozilla TLS Guidelines
Mozilla TLS Configuration Generator

Once you've successfully completed your change, click Initiate Rescan for the next piece of advice.



Test Scores

Test Pass Score Reason

Content Security
Policy

-20

Content Security Policy (CSP) implemented unsafely.

This includes 'unsafe-inline' or data: inside 
such as https: inside object-src or script-src
object-src or script-src.

Cookies 0 No cookies detected

Cross-origin
Resource Sharing

0 Content is not visible via cross-origin resource sharing (CORS) fil

HTTP Public Key
Pinning

0
HTTP Public Key Pinning (HPKP) header cannot be set, as site co
invalid certificate chain (optional)

HTTP Strict
Transport Security

-20
HTTP Strict Transport Security (HSTS) header cannot be set, as s
invalid certificate chain

Redirection -20 Does not redirect to an HTTPS site

Referrer Policy 0 Referrer-Policy header not implemented (optional)

Subresource
Integrity

0
Subresource Integrity (SRI) not implemented, but all scripts are l
similar origin

X-Content-Type-
Options

0 X-Content-Type-Options header set to "nosniff"

X-Frame-Options 0 X-Frame-Options (XFO) header set to SAMEORIGIN

X-XSS-Protection 0 X-XSS-Protection header set to "1"

Content Security Policy Analysis



Test

Blocks execution of inline JavaScript by not allowing 'unsafe-inline' inside script-src

Blocks execution of JavaScript's eval() function by not allowing 'unsafe-eval' inside script-src

Blocks execution of plug-ins, using object-src restrictions

Blocks inline styles by not allowing 'unsafe-inline' inside style-src

Blocks loading of active content over HTTP or FTP

Blocks loading of passive content over HTTP or FTP

Clickjacking protection, using frame-ancestors

Deny by default, using default-src 'none'

Restricts use of the <base> tag by using base-uri 'none', base-uri 'self', or specific origins

Restricts where <form> contents may be submitted by using form-action 'none', form-action 'self'

Uses CSP3's 'strict-dynamic' directive to allow dynamic script loading (optional)

Looking for additional help? Check out Google's CSP Evaluator!

Grade History

Date Score

July 2, 2021 3:29 PM 40

July 2, 2021 2:48 PM 35

July 2, 2021 1:40 PM 0



Raw Server Headers

Header Value

Composed-By:

SPIP 2.1.26 @ www.spip.net + images(1.0.1), msie_compat(1.0.0), porte_pl
safehtml(1.3.7), vertebres(1.0.0), anythingslider(1.1.1), cfg(1.16.0), crayons(1
forms(0.4.4), gcalendar(1.0.10), gviewer(0.2.0), html5_medias(0.0.1),
imprimir_documento(0.2.0), jpgraph(0.3.1), couteau_suisse(1.8.35.01), niv
pdfjs(0.6.4), sidr(1.5.0), spip_bonux(2.3.6), tablesorter(1.4.2), yaml(1.5.1),
accesrestreint(3.0.2), saisies(1.14.0), fancybox(0.6.1), sjcycle(1.9.1), jqueryui
compresseur(1.0.2)

Content-Encoding: gzip

Content-Length: 7617

Content-Security-Policy:
img-src 'self' ;frame-src 'self' ;connect-src 'self' ;font-src 'self' ;media-src 'self
https://www.fat78.net/spip.php?action=collecteur_csp ;

Content-Type: text/html; charset=utf-8

Date: Fri, 02 Jul 2021 13:29:04 GMT

Last-Modified: Fri, 02 Jul 2021 13:29:04 GMT

Server: Apache

Strict-Transport-Security: max-age=63072000; includeSubDomains; preload

Vary: Cookie,Accept-Encoding

X-Content-Type-Options: nosniff

X-Frame-Options: DENY

X-Outils-CS:
corbeille, moderation_moderee, spam, auteur_forum, no_IP, forum_lgrma
couleurs

X-Spip-Cache: 60



Header Value

X-XSS-Protection: 1


